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NOTICE: These instructions include details of the settings behind our research and successful testing at multiple client
sites. We’ve made our best effort to provide accurate information here, but be aware we may have missed
something. P|T developers created the TM code and are the ultimate authority on how TM accesses the 365 Hosted
Exchange servers. So far, P|T has not shared those details, so we’re doing our best to help the community with this
document. Use your own judgement on the viability of these settings and any potential security risks. You are
ultimately responsible for any issues that arise from attempting this setup. In YouTube style, this information is
provided for entertainment purposes only.

Enable ‘Modern Authentication’” - 365 Admin Console

https://admin.microsoft.com/Adminportal/Home

Log in to the “Microsoft 365 admin center” and click “Settings | Org settings” from the left menu.
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Click “Modern Authentication” in the list.

Microsoft 365 admun center

Services  Securty & privacy  Organization profile O Search all settings
38 items
Name | Description
4  Microsoft To Do Marage an¢ update your To Do settings.

. Microsoft Viva Insights (formerly MyAnalytics)  Marage and update Microsoft Vive insights (formerty MyAnaigics) settings.

‘8 Microsoft 365 Groups Mansge external shanng and owneriess groups.

Change Excharge Online authentication settings for your entire crganization.

Outlook 2013 for Windows or later will require 1t to 53gn in to Exchange Online
maiboxes.

Sasic authentication is the less secure method used by older client applications,
Microsoft recommends that you tumn off basic authentication for yousr
organization. You can ether anable security defaults in the Azure portal to turn off
bagic authentication for all protocols or use the controls below to tum it off for
specific protocols.

Learn more about basic authentication
Vigw bagi k7 S he A i
Learn more about modern authentication

B 7urn on modem authentication for Outiook 2013 for Windows and later

(recommended)

@ Bafore you tum off basic authentication for protocols, view your Hign-in 1eports in the
Azure portal to make sure people in your organization aren't using them

Allow access 1o basic authentication protocols

[ ] outiook client
Indudes Exchange Web Services. MAP| over HTTE. Offline Address Book and
Outiook Anywhers protocols



NOTE: You should consider whether or not to disable these basic authentication protocol options. The risk is some users
or apps might still depend on them. Here’s an article to help you decide:
https://lazyadmin.nl/office-365/modern-authentication-office-365

Microsoft 365 admin center ' 5 g G ?

Modern authentication

Modern authentication in Exchange Online provides you a variety of ways to
INCrease securty in your organzation with features like conditional access and
multi-factor suthentication (MFA)L When you turn on modem authentication
Qutiook 2013 for Windows or later will require it to sign in to Exchange Ontine
mMaiboxes.

Basic authentication 15 the less secure method used by older chient applications.
Microsoft recommends that you tum off basic authentication for your
organization. You can either enable security defaults in the Azure portal to tumn off
basic authentication for all protocols. or use the controls below to turn it off for
specific protocols.

Learn more about basic authentication
View basic suthentication sign-in reports in the Azure portal

Learn more 3bout modern authentication

. Turn on modern authentication for Outiook 2013 for Windows and later
(recommended)

@ zefore you turn off bask authentication for protocols, view your Sign-in 17eports in the

Azure portal 1o make sure people in your organization aren't using them.

Allow access 10 basic authentication protocols

. Qutiock clhent
Includes Exchange Web Services. MAP! over HTTR Offline Address Book and
Outlock Anywhere protocols

B Exchangs ActiveSync (BAS)
Used by some email clients on mobile devices.

B rutodiscover
Used by Outiook and EAS clients to find and connect to mailboxes in
Exchange Oniine.
| ImaP4
Used by IMAP email chents.

POP3
Used by POP email clients

| Authenticated SMTP
Used by POP and IMAP clients t0 send email messages

. Exchange Online PowerShell
k Used 1o connect to Exchange Online with remote PowerShel. Learn moreJ
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Create an “Enterprise App” entry - 365 Admin Console

Click “Azure Active Directory” under the “Admin Centers” section of the left menu.
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A new tab opens to the “Azure Active Directory admin center”
https://aad.portal.azure.com

Click “Enterprise applications” in the left menu. NOTE: You may have to select “All Services” then pick “Enterprise
applications” from the list on the right.
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https://aad.portal.azure.com/

Click “+ New application”

Axure Active Directory admin center
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Click “+ Create our own application”

Azure Active Directory admin center

. Dashboard > Enterpnse applications | All applications )

“ Browse Azure AD Gallery

s

The Azure AD App Gallery & 3 catalog of thousands of apps that make it easy to deploy and configure single sign-on (S50) and
When deploying an app from the App Gallery, you leverage prebult templates 1o connect your users more securely 1o ther apg
apphcation here. If you are wanting 1o publish an apphication you have developed into the Azure AD Gallery for other crganizat
can file a request using the process descnbed in the article

i

B o »

Enter whatever name you want to use. This could be “Time Matters” or “TM-Exchange Sync” or whatever you like.

Keep the default “Integrate any other...” option and click <Create>

Azure Active Directory admin center
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Save the “Application ID” value for the TM Exchange Configuration Utility.

Arure Active Drectory admin center
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Click “Properties” under the “Manage” section of the left menu.

Set these options as shown and click <Save>.




Create the “Client Secret”
Click “Azure Active Directory” then “App registrations” under the “Manage” section of the left menu.
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Click <View all applications in the directory> if your TM application entry isn’t visible.

Azure Active Directory admin center

» All services

* @ | App registrations 2

T Azure Active Directony
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Click your TM application in the list.

Azure Active Directory admin center
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Save the “Tenant ID” value for the TM Exchange Configuration Utility.

Click the “Add a certificate or secret” link.

Active Directory admin center

¥ Allservices > App regutrations > Enter in TM-Exchange
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Click “+ New client secret”

Azure Active Directory admin center
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Enter a name for your client secret and choose an active period with an expiration date.

NOTE: The “Expires” dropdown list ranges from 3 to 24 months. The “Custom” option doesn’t extend that beyond 24
months. Regardless of the period you choose, | suggest you add a reminder to your calendar so you can create a new
secret and update the TM Exchange Configuration Utility before it expires.

Azure Active Directory admin center
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Save the “Application Password” value for the TM Exchange Configuration Utility.

Azure Active Directory admin center
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Update TM-Exchange “Configuration Utility” settings

Launch the “Configuration Utility” from the Windows Start left menu.

pra— | a8 |
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A= Adobe Acrobet X1 Standard
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1 Search
|. Administrative Toels Whuric
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| Classic Shell Il Recent ems
b Dl
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| LagtPace
| Lexshexis
B Time Matters & it aned Printers
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This PC

PC settings

Default Programs

Rum...

L Mhicrosoft Office 2013

4  Back

| Search progroms and fies

Enter the 3 values saved in various steps above, and click <Test>

PCLaw|Time Matters

This utikty will configure synchronization between Time Matters and Microsoft Exchange
Before proceeding, make sure that

Microsoft Exchange ie properly installed and accessible on your network
~mmmdummmmmbwmmw
your network
Please provide the Exchange Server name Typically this will be the server's name or |P address

Server Name outlookoffice365.com

(V] Use "Modem' Authentication
Client ID
Tenant ID




You should get a “Connection Successful” result.

PCLaw|Time Matters

This utikty will configure synchronization between Time Matters and Microsoft Exchange
Before proceeding, make sure that

- Microsoft Exchange is properly installed and accessible on your

network.
No previous version of the Time Matters Exchange Synchronization service is installed and running on
your network

Please provide the Exchange Server name Typically this will be the server’s name or IP address




Setup App Permissions - 365 Admin Console

A successful test on the 1% page of the TM Exchange “Configuration Utility” wizard is only a piece of the puzzle.
Synchronization fail until permissions are setup properly for the newly added “Enterprise App”. To confirm this, <Next>
through the utility pages until you see the list of users on the “Match Users to Mailboxes” page.

Open a user and click <Test Connection> should return an error like this.

PCLaw | Time Matters

Connection to outicok.officed65 com Falled. Please venfy the exchange
informatson and ensure that the server 5 in an active state.

The foliowing esror was retuined:
The request fasled. The remcte server returned an errorn (403) Forbidden.

[ TestConnection |

~User Synchronization
[ Synchronize Contacts ] Mark Contacts added to Time Matters as Private
[V Synchronize Events  [7] Mark Events added to Tame Matters as Private

[ Synchronize ToDo's  [] Mark ToDo's added to Time Maters as Private
[ J [ Comcel |

oK




Add Required “Enterprise App” Permissions

If you are still on the “Enterprise application” page for your app, click “Permissions” from the left menu and notice no
permissions are listed. Click “Application registration” to jump to the “API permissions” sub-page of the “App
registration” page.

Azure Active Directory admin center

3 All services » Enterpnse applications > Enterprise apphcations | All spphications » Timea Matters
® 5, Time Matters | Permissions X
= Enterprae Application
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Another navigation option is to click “Azure Active Directory” then “App registrations” under the “Manage” section of
the left menu. Click <View all applications in the directory> if your TM application entry isn’t visible. Click your TM
application in the list, then “API Permissions” in the left menu.

Once on the “API Permissions” page, click “+ Add a permission”.

Azure Active Directory admin center

¥ o+ 3 Enterprise applications | All applcations > Time Matters | Permissions > Time Matters
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Click “APIs my organization uses”, type “office 365" in the search field and choose “Office 365 Exchange Online”.

ve Directory admin
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Choose “Application Permissions” because TM-Exchange sync is an app running as a service, not an actual user.

Find and check the selected permissions as shown here.

Azure Active Directory admin center
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The permissions have been added but an Admin must still grant permission to activate them.

Click “Grant Admin consent”, then <Yes>, and look for the “Grant consent successful” message.
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Here’s what the permissions should look like once setup is complete.

Azure Active Directory admin center
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Restart the “Time Matters Exchange Synchronization” Service — Local Server
Run the “services.msc” applet on the server where the your “Time Matters Exchange Synchronization” service is
installed. Select the service and click the Restart icon, Or click Stop, wait, then click Start.
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Test the connection from a specific user from the TM Exchange “Configuration Utility”

Open the “Configuration Utility”, <Next> through the utility pages until you see the list of users on the “Match Users to
Mailboxes” page.

Open a user and click <Test Connection> should return a success message like this.

[ Syrehvanze [[] Mask Evenss added ts Tame Matters a5 Frreste
b4 Synchvonize ToDo's [ Mark ToDo's added i Time Mathers 5 Private
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Confirm synchronization is working properly

NOTE: It takes the TM-Exchange sync process a while to catch up after it’s been offline for a while. This could be
minutes, hours or overnight, depending on how much data there is to update. How much time is impacted by size of
the firm, activity level and amount of time the sync was offline. Be patient if you don’t see records appearing right
away. Check back in an hour, or possibly the next morning for larger firms.

Each time the “Time Matters Exchange Synchronization” service is restarted the schedule prepares to sync in 60
seconds.

All sync activity is saved to a log file named “Exchange Synchronization.txt” here:
“C:\ProgramData\LexisNexis\Exchange Synchronization\Logs”

Open this log in Notepad and scroll to the bottom to see the latest activity. Pay attention to the date and time stamps on
each line to navigate the content.

As the log fills up the system renames the log file adding a datestamp, then creates a new “Exchange
Synchronization.txt” file on the next activity event. For example:

+  CAProgramData\LexisNexis\Exchange Synchronization\Logs =1 © IR |
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Exchange Syncheonization bt20220920 2022 P 12 Fee

Exchange Syncheonzation titd
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__ Exchange Syncheonzation pa202
Exchange Syncheonzetion txt202
__ Exchange Syncheonization txt202

Exchange Syncheonzation it

Prih s ws P s oA oo atostis s 643NMAAY VAR A EA MRS TV

3 Rems 1 ttem selected 80,5 KB =2 -

Type: Text Document, Sze 20.5 KB, Date moddied: 107472022 1:59 AM 20.5KB & Computer

If the log file becomes too full to easily navigate you can stop the service, manually rename the current log and restart
the service. Now the log file will only contain current sync activity.



